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Advertise Date:  Wednesday, August 31, 2022 

 

 

 

 

Lee County Board of County Commissioners 

DIVISION OF PROCUREMENT MANAGEMENT 
    

 

UPDATED 

INFORMAL QUOTE (8/31/2022) 

Quote No.: Q220535KLB 
Quote Name: Information Technology Staff Augmentation 
Response Deadline 

Date/Time: Tuesday, September 13, 2022 Time: 2:30 PM 
Method of 

Response: • E-Mail to: kbell@leegov.com  

 
 

• Direct Delivery to: 

Lee County Procurement Management 

2115 Second Street, 1st Floor 

Fort Myers, FL  33901 

Contact: Kacey Bell Title Procurement Analyst 

Phone: (239) 533-8835 Email: kbell@leegov.com 

Requesting 

Dept. Innovation & Technology 

Pre-Quote Conference: 
 Type: No meeting scheduled at this time 

   

 

 

mailto:kbell@leegov.com
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SPECIAL CONDITIONS, SCOPE OF WORK & SPECIFICATIONS 

 

TERM 

From the Notice to Proceed or the Purchase Order date, whichever applies: Term shall be for a one-year period. The contract 

may be renewed if the underlying State Term Contract No. 80101507-21-STC-ITSA, is extended, but the renewal period 

will not exceed the expiration of the State contract by more than twelve months. 

 

BASIS OF AWARD 

The basis of award shall be determined by the lowest quote received of the most responsive, responsible, and qualified 

Vendor meeting all bid specifications. 

 

TERMS & CONDITIONS 

Terms and Conditions shall be in accordance with the State of Florida contract Information Technology Staff 

Augmentation (80101507-21-STC-ITSA) 
 

INSURANCE REQUIREMENTS 

Insurance shall be provided by the awarded Vendor.  Prior to execution of the Agreement/Contract a certificate of insurance 

(COI) complying with the quote documents shall be provided by the Vendor.  

 

ADDITIONAL REQUIREMENTS 

It shall be the Vendors responsibility to ensure there is no additional information available regarding this solicitation. 

 

SCOPE OF WORK & SPECIFICATIONS 

 

I. SCOPE OF WORK 

The Vendor shall provide information technology staff augmentation services in support of the Lee County’s Office 

of Information Technology. The Vendor must provide the qualified Chief Information Security Officer (CISO), 

vSOC (Virtual Security Operations Center) Advanced Cybersecurity Specialist, and VA and PT 

(Vulnerability Assessment and Penetration Test) Network Security Specialist proposed in its response, and 

selected by the County, who has the experience and ability to fulfill the requirements. The Vendor shall 

provide services in compliance with the terms of The Department of Management Services – Florida State 

Contract No. 80101507-21-STC-ITSA. 
  

Vendor shall provide the following services: 

• Lead Cyber Governance, Risk, and Compliance (GRC) for the County.  

• Assist and participate in communicating cybersecurity issues to County leadership.  

• Work to reduce risk exposure to technology assets to acceptable levels defined by County leadership.  

• Ensure Local, State, and Federal regulatory compliance as required by the County.  

• Ensure compliance with industry regulations (e.g. PCI, HIPAA, etc.) as required by the County.  

• Develop and maintain frameworks and processes to institutionalize cyber for the County.  

• Provide alert monitoring and alerting utilizing EDR system as required.  

• Find problems malicious actors would seek to exploit  

• Provide neutral, third-party testing and evaluation  

• Review effectiveness of the County’s cyber posture, infrastructure, and provider support  

• Provide strategies and plans to improve incident handling and response communication and coordination 

across the County  

• Develop playbooks and processes to reduce downtime and remain in compliance  

• Provide strategies for maintaining public trust  

• Provide Virtual Security Operations Center (SOC) Analyst (aka SOC as a service)  

• Identify threats before they become critical events  

• Provide timely response and protection  
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II. SERVICE LEVEL REQUIREMENTS 

 

Service Level Measurement Period Measure 
Required Service Level 
 (as calculated below) 

Provide cyber situation report Monthly 1 per week 100% 

Review compliance Quarterly 1 per month 100% 

Provide alerting and guidance Monthly 1 per month 100% 
 

 

III. EDUCATIONAL QUALIFICATIONS AND EXPERIENCE REQUIRED PER STAFF 

POSITIONS 

 

❖ CISO (Chief Information Security Office) Senior Security Manager 

• CISSP (Certified Information System Security Professional) 

• GSLC (GAIC Security Leadership Certification)  

• 10+ years’ experience in technology 

• 5+ Years’ experience as CIO or CISO 

• Experience in conducting NIST Experience in conducting NIST (National Institute of 

Standards and Technology) assessments 

 

❖ vSOC (Virtual Security Operations Center) Advanced Cybersecurity Specialist 

• GIAC – Security Essentials 

• Expertise with Palo Alto Cortex XDR 

• Degree in computer science, networks, or cyber security 

• 3+ years’ experience in technology, cyber security, or incident response/management 

 

❖ VA & PT (Vulnerability Assessment, Penetration Test)  

• Degree in computer science, networks, or cyber security 

• OSCP (offensive security certified professional) certification 

• 5+ years’ experience technology, cyber security, or incident response/management 

• Experience in conducting NIST (National Institute of Standards and Technology) 

assessments 

 

❖ Senior Cyber Security Engineer 

• (PCCSA) Palo Alto Certified Associate 

• MITRE Attack Defender (MAD) ATT&CK Cyber Threat Intelligence Certification 

• 10+ years’ experience in technology, cyber security, or incident response / management 

 

❖ IR (Incident Response) Planning  

• Expertise in Florida County level cyber incident response planning 

 

❖ Cybersecurity SME 

• CISSP (Certified Information System Security Professional) 

• 10+ years’ experience in cybersecurity 

 
End of Scope of Work and Specifications Section   
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Bid/Proposal Form  
 

PROCUREMENT MANAGEMENT DEPARTMENT 
BID/PROPOSAL FORM 

 
  

  

        
     

   
COMPANY 
NAME:   

     
   

SOLICITATION:  Q220535KLB, Information Technology Staff Augmentation 
     

   

Having carefully examined the Contract Documents, Contractor/Vendor proposes to furnish the following which meeting these specifications.  

PRICING                                                                                                                                                                                                                                                                                                                                                                                                                                                          

Pricing shall be inclusive of all labor, equipment, supplies, overhead, profit, material, and any other incidental costs required to perform and complete all work as 

specified in the Contract Documents.   All Unit Prices will be bid at the nearest whole penny.   

 

In the event there is a discrepancy between a subtotal or total amount and the unit prices and extended amounts, the unit prices will prevail, and the corrected 

extension(s) and total(s) will be considered the price. 
 

The County will only accept bids submitted on bid forms provided by the County.  Bids submitted on other forms, other than those provided by the County, will be 

deemed non-responsive and ineligible for award. 

  
 

Bidders may not adjust or modify data provided within the Bid/Proposal Form.  Bids received with modified data may deem the Bidder as non-responsive 

and ineligible for award.  

INFORMATION TECHNOLOGY STAFF AUGMENTATION 

POSITIONS 

Item Position 
Unit of 

Measure  

Estimated 

Hours/Month 

Hourly Rate 

  

Total 

(Est. Hr x Hr 

Rate) 

1  CISO  Hourly  163    

2  vSOC Hourly 90    

3  VA and PT Hourly 45    

4 Sr Security Eng Hourly 163   

5 
IR Planning 

Expert 

Hourly  
13   

6 Cyber SME Hourly  16   

7 NIST Eval Hourly  14   

Positions Total:  

            
 

Authorized Representative Name (Print Name)
  

 

Authorized Representative Signature
 

 

  

Date  
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